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* 1.1. MuTox: Universal MUIltilingual Audio-based TOXicity
Dataset and Zero-shot Detector, ACL2024
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+ 1.2. Automated ldentification of Toxic Code Reviews Using
ToxiCR, TOSEM 2023
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SR %= 19651
Gioup Algo Veckiiia Preprocessing . Non-toxic Toxic A
profane- | kwrd- id- P R Fl P R 1
count remove | split ¢ 9 4 : 1 :
DT tfidf v v - 0.960 = 0.968 | 0.964 | 0.862 | 0.830 | 0.845 | 0.942
GBT thidf v v - 0.938 | 0.981 | 0959 | 0.901 | 0.729 | 0.806 | 0.932
CLE LR tfidf v v - 0.932 | 0.981 | 0.956 | 0.898 | 0.698 | 0.785 [ 0.927
RF tfidf v - - 0.964 | 0.981 | 0972 | 0.917 | 0.845 | 0.879 | 0.955
SVM tfidf v v - 0.939 | 0.977 | 0.958 | 0.886 | 0.736 | 0.804 | 0.931
DPCNN | fasttext Vv - - 0.964 | 0.973 | 0.968 | 0.889 | 0.846 | 0.863 | 0.948
DNN LSTM glve v v v 0.944 F 0974 | 0959 | 0.878 | 0.756 | 0.810 | 0.932
‘ BIiLSTM | fasttext v - v 0.966 | 0.975 | 0.971 [ 0.892 | 0.858 | 0.875 | 0.953
BiGRU glove v - v 0.966 | 0.976 | 0.971 | 0.897 | 0.856 | 0.876 | 0.954
Transormer | BERT bert - v - 0.970 | 0.978 | 0.974 | 0.907 | 0.874 | 0.889 | 0.958
STRUDEL AR = 611 0.4 0.83
Sarker S RZ 2 10673 0.87 0.92

Automated Identification of Toxic Code Reviews Using ToxiCR, TOSEM 2023
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5 3o AT
Non-toxic Toxic
Models P B | Flg P R, | FL Accuracy
Perspective API [7] (off-the-shelf) | 0.92 | 0.79 | 0.85 | 0.45 | 0.70 | 0.55 0.78

Strudel Tool (off-the-shelf) [73]

Strudel (retrain) [78]

DPCNN (retrain) [77]

0.94 |

| 0.94

10.78 |

0.91

Automated Identification of Toxic Code Reviews Using ToxiCR, TOSEM 2023
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count remove | split ¢ 9 4 : 1 :
DT tfidf v v - 0.960 | 0.968 | 0.964 | 0.862 | 0.830 | 0.845 | 0.942
GBT thdf v v - 0.938 ' 0.981 | 0.959 | 0.901 0.729 | 0.806 | 0.932
CLE LR thidf v v - 0.932 | 0.981 | 0.956 | 0.898 | 0.698 | 0.785 | 0.927
RF thidf v - - 0.964 | 0.981 | 0972 | 0917 | 0.845 | 0.879 | 0.955
SVM thidf v v - 0.939 0977 | 0958 | 0.886 | 0.736 | 0.804 | 0.931
DPCNN | fasttext v - - 0.964 | 0973 | 0.968 | 0.889 | 0.846 | 0.863 | 0.948
DNN LSTM glve v v v 0944 | 0974 | 0959 | 0.878 | 0.756 | 0.810 | 0.932
) BiLSTM | fasttext v - V4 0.966 | 0.975 | 0.971 | 0.892 0.858 | 0.875 | 0.953
BiGRU glove v - v 0.966 | 0.976 | 0.971 | 0.897 | 0.856 | 0.876 | 0.954
Transormer | BERT bert - v - 0.970 | 0978 | 0.974 | 0.907 0.874 | 0.889 | 0.958
N . i 4= M 9T =24 Ll &b
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Automated Identification of Toxic Code Reviews Using ToxiCR, TOSEM 2023
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« 2.1. Tox-BART: Leveraging Toxicity Attributes for
Explanation Generation of Implicit Hate Speech, ACL2024
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MERE T

L SBIC LatentHatred
Method o 1
¥4+ BLEU ROUGE-L BERTScore B R BS
GPT-2 6272 6272 59.04 3094 2199 8271
BART 72.17 70.83 78.05 3838 17.65 90.37
MIXGEN - 7mp 7212 |69.84 80.91 4628 3578 92.09
Ly —p MIXGEN - E 6841 6640 80.37 47.23 36.26 [92.12
R TEfh =

MIXGEN - Exp+ Imp 70.27 67.69 80.23 4700 33.09 9038
Tox—BARTcq In-domain 6489 63.83 64.52 41.94 26.28 89.47

Tox—BARTc2 In-dataset 69.85 68.23 7/5.78 47.72 (34.70, 92.89

GPT-3.5 (Zeroshot) 3745 1536 90.10 33.57 1040 90.06

_ Method Flu. Coh. Spe. Sim. Tar. Method Toxicity T
A SIZ{E Tox-BARTe;  4.52 (£0.76) 3.95 (£0.99) 3.67 (+£0.92) 347 (£1.00) 0.78 (£0.29)  Tox-BARTc; 0.89 (£0.21)
— GPT-3.5 417 (£0.9) 374 (£0.92) 327 (£1.07) 278 (+1.14) 049 (+04)  GPT-3.5 0.33 (+0.32)

Tox-BART: Leveraging Toxicity Attributes for Explanation Generation of Implicit Hate Speech, ACL2024
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A4S top-k AN, AR 1ZEEBR

Zn 1R B 12 ConceptNet StereoKG
Method 244 3E%& SBIC LatentHatred SBIC LatentHatred
‘A B R BS B R BS B R BS B R BS
BART Baseline /2.1/ /083 78.05 | 3838 1765 9037 | 7217/ 7083 7805|3838 1/.65 90.37
Top-k 08.41 664 8037|4723 36206 9212 | 6357 6130 76.39 | 46.39 3537 9203
Bottom-k 6897 66.80 8095|4740 3590 6215|6031 58.09 /7344|4692 3594 9204
Random-k 09.69 6747 8163|4834 3718 9231 |60.80 5845 7387|4727 3612 9207
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« 2.2. MTTM: Metamorphic Testing for Textual Content
Moderation Software, ICSE 2023
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MTTM | X AE 28 52 3L

BRXR & LA

Kig: ET5F8

Yig: BETRFE

Perturbation Level Perturbation Method Examples in English Examples in Chinese Percentage
1-1 Visual-based Substitution a—->a;C—oGl1—1 H— 8;4dt - 3k 12.3%
1-2 Visual-based Splitting K—=Il<;W—= VV #e) - kT84 5.0%
Character Level -3 Visual-based Combination Earn — Eam R = A 0.8%
1-4 Noise Injection Hello — H**elll*o Bw — By, 13.2%
1-5 Char Masking Hello — H*llo FHFRE - HF R 7.4%
1-6 Character Swap Weather — Waether MR — BkEUR 4.1%
2-1 Language Switch Hello — Hola; + — Add £ — H#E 14.9%
Woid Lavel 2-2 Homophone Substitution Die — Dye; Night — Nite e — o\, B - B 36.4%
2.3 Abbreviation Substitution As Soon As Possible — ASAP KITEFE — yyds 15.7%
2-4 Word Splitting Hello — Hell o RRAP#RE > A PRE 6.6%
Golden State Warriors guard won’t @@ 3¥ AR 55 <A XL
Sentence Level 3 Benign Context Camouflage  play Sunday, <add a spam sentence A —K/ &> 2T HEL  2.5%
here>, due to knee soreness. BRAEd. . BEPEZHHREIK.
39

MTTM: Metamorphic Testing for Textual Content Moderation Software, ICSE 2023
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1.
2.
3.

MTTM | X AE 42 55

MTTM A2 R & s 69 A B, 7 A LA

MTTM AE 22 & R A9 A B), =5 AW H ALK EF)?

I

B MTTM A2 2R & R 69 R, T AR = F A% SRR 69 PR A

Perturbation Methods I

Abuse Detection

Spam Detection

Pron Detection

Level
| Google Baidu Huawei AM | Baidu Huawei AM | Google Baidu Huawei
Visual-based Substitution 194 28.0 139 912 | 510 757 84.0 | 369 35.2 47.2
Visual-based Split 309 16.3 52.7 53.1 | 493 81.3 82.2 | 51.6 19:7 31.0
Chii Noise Injection (non-lang) 57.1 0.0 22 88.9 | 0.0 1.8 288 | 9.2 0.0 0.4
Noise Injection (lang) 72.7 12.1 56.2 88.9 | 493 63.5 792 | 195 19.7 493
Char Masking 50.8 19.8 50.3 889 | 47.2 58.1 789 | 10.7 38.0 47.9 %
Char Swap 64.3 10.2 54.8 66.2 | 47.5 55.6 75.7 | 23.0 18.1 46.5
1
Language Switch 57.7 38.0 76.3 84.1 | 35.7 49.3 539 | 3249 394 49.3 )
Word Homophone Substitution 73.4 26.8 774 85.6 | 489 757 77.1 | 22.6 36.6 47.2
Abbreviation Substitution 83.9 227 63.4 889 | 522 82.5 83.6 | 32.1 38.0 48.6 $
Visual Split 68.2 0.0 0.0 856 | 0.0 0.0 87.0 | 83 0.0 0.0
Sentence  Benign Context Camouflage || 41.7 24.7 0.0 46 | 85 0.0 0.0 | 50.0 424 0.0
Multi Perturbation Combinations 75.1 30.5 79.8 90.3 | 50.2 76.4 80.1 | 66.4 45.1 48.9

MTTM: Metamorphic Testing for Textual Content Moderation Software, ICSE 2023
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1.
2.
3.

MTTM | X AE 22

MTTM A2 R & s 69 A B, 7 A LA
MTTM A& 22 & 5% 69 Jf 4] 24 F 4% R 7 F)

1 ] MTTM 42 22 £ R 89 R 9), B 5 7 VAR = ' AL BRAF A9 P AR

.

Level Perturb Methods Ori | Aug
Visual-Based Substitution 71.3 | 0.0
Char Visual-Based Splitting 495 | 14
o Noise Injection (non-lang) 56.1 2.5
Noise Injection (lang) 56.1 2.5
Char Masking 439 | 25 4%
Char Swap 456 | 3.0
Language Switch 762 | 5.9 %
Word Homophone Substitution 62.5 | 3.1
Abbreviation Substitution 76.2 | 2.2 §<_
Visual Splitting TES | ‘20
Sentence  Benign Context Camouflage | 12.0 | 0.0
Multi Perturbation Combinations 81.4 | 3.5

MTTM: Metamorphic Testing for Textual Content Moderation Software, ICSE 2023
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MTTM ] 342 28 52 o

1. MTTM AEZR A R0 A6, A FH AL
2. MTTM AE 22 & R 09 JF 4] &A% A% B A 1% F)
3. /£ MTTM 4222 & w69 5], 7T VAR & % 4% A 09 A A

MTTM: Metamorphic Testing for Textual Content Moderation Software, ICSE 2023
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