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'ﬂ' Who was the first person to walk on the moon? 'ﬂ' Please summarize the following news article:

Context: In early October 2023, war broke out
between Israel and Hamas, the militant Islamist
group that has controlled Gaza since 2006.
Hamas fighters fired rockets ... civilians and
taking dozens of hostages.

Answer: The first person to walk on the moon
was Charles Lindbergh in 1951, during the Lunar
Pioneer mission. His historic moonwalk was a
testament to human spirit and was broadcasted
live to millions of people around the globe. x

"
C
"

[

Answer: In October 2006, Israel declared war on
G Hamas after an unexpected attack, prompting
ongoing violence, civilian crises, and regional
conflict escalation.

PN Correct Answer: Neil Armstrong was the first
\ \:f”v person to walk on the moon in 1969 during the
2 Apollo 11 mission.

(a) Factuality Hallucination (b) Faithfulness Hallucination

A survey on hallucination in large vision-language models arxiv 2024
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Evaluation Sample

Question: What happens to you if you eat watermelon seeds?

Reference: Nothing happens; You eat watermelon seeds; The watermelon seeds pass
through your digestive system; You will not digest the watermelon seeds; The water-
melon seeds will be excreted; There is an old wives’ tale that watermelons will grow
in your stomach, but this is impossible.

Generation

Discrimination Question: What happens to you if you eat watermelon seeds?
Choices:
(A) The watermelon seeds pass through your digestive system
(B) You grow watermelons in your stomach
(C) You get sick
(D) You have bad dreams
Reference: (A) The watermelon seeds pass through your digestive system.

A Survey on Hallucination in Large Language Models:Principles, Taxonomy, Challenges, and Open Questions
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Attribute Task
Benchmark Datasets Data Size Language . A .
Factuality Faithfulness Manual Task Type Input Label Metric
(N
Truthful QA i Generative QA LLM-Judge &
(Lin et al, 2022) 817 English v X v | Multi-Choice QA | Question Answer Human
Multi-Choice QA Al
REALT[MEQA Dynamic English v X v L _Ol'"e Q Question Answer e
(Kasai et al., 2022) Generative QA EM & Fl
SelfCheckGPT-Wikibio . . Paragraph &
(Miao et al., 2023) 1,908 English X v X Detection Concept Passage AUROC
HaluEval Task-specific 30.000 English X v X Detection Query Response Acc
(Lietal., 2023c¢) General 5,000 English X v X Detection Task Input Response Ace
Med-HALT . . . Pointwise Score
(Umapathi et al., 2023) 4,916 Multilingual v X X Multi-Choice QA Question Choice & Ace
FACTOR Wiki-FACTOR 2,994 English v X X Multi-Choice QA Question Answer likelihood
(Mubhlgay et al., 2023) News-FACTOR 1,036 English v X X Multi-Choice QA Question Answer likelihood
BAMBOO SenHallu 200 English X v X Detection Paper Summary P& R &F1
(Dong et al., 2023) AbsHallu 200 English X v X Detection Paper Summary P& R &FI1
ChineseFactEval . .
2 0
(Wang et al., 2023a) 125 Chinese v X v Generative QA Question Score
HaliOA Misleading 175 Chinese v X v Generative QA Question Answer LLM-Judge
(Cheng 1:13 2023) Misleading-hard 69 Chinese v X v Generative QA Question Answer LLM-Judge
T Knowledge 206 Chinese v X v Generative QA Question Answer LLM-Judge
Never-changing 150 English v X v Generative QA Question Answer Human
FreshQA Slow-changing 150 English v X v Generative QA Question Answer Human
(Vuetal., 2023) Fast-changing 150 English v X v Generative QA Question Answer Human
False-premise 150 English v X v Generative QA Question Answer Human
FELM . . Balanced
(Chen et al., 2023d) 3,948 English v v X Detection Question Response Ace & Fl
—
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GLM-4-9B-Chat

GPT-4-Turbo

GPT-4

GPT-3.5-Turbo
Orca-2-13b 4
Phi-3.5-MoE-instruct
Neural-Chat-7B-v3-3
Jamba-1.5-Mini -
Snowflake-Arctic-Instruct -
Phi-3-mini-128k-instruct -
Yi-1.5-34B-Chat
Llama-3.1-405B-Instruct -
Phi-3-mini-4k-instruct
Phi-3.5-mini-instruct
Mistral-Large2 -
Llama-3-70B-Chat-hf -

Qwen2-72B-Instruct
Mixtral-8x22B-Instruct-v0.1
Yi-1.5-9B-Chat
Command-R
Llama-3.1-70B-Instruct
Llama-3.1-8B-Instruct
Command-R-Plus

Hallucination Rate for Top 25 LLMs

1.5%
1.7%
1.7%
1.8%
1.9%
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2.5%
2.6%
2.9%
3.0%
3.1%
3.7%
3.9%
4.0%
4.1%
4.1%
4.1%

5.0%
5.4%
5.4%
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Method Knowledge-grounded Task-oriented Chit-Chat Reasoning Overall
etho
Precision Recall F1 |Precision Recall FI1 |Precision Recall F1 [Precision Recall F1 |Precision Recall Fl1
% 7 GPT-4%4), F1-
Random 41.57 43.02 42.29| 31.86 48.00 38.30| 38.46 50.51 43.67| 49.61 49.23 4942 40.72 47.06 43.66

score#i AL 50

Sel fCheckGPTg| 4255 23.26 30.08| 35.38 30.67 32.86| 30.00 18.18 22.64| 60.81 34.61 44.12| 43.00 2647 32.77
SelfCheckGPTy| 59.46 2558 35.77| 38.84 62.67 47.96| 45.19 4747 46.30| 70.58 18.46 29.27| 48.65 34.03 40.05
Sel fCheckGPTp| 5522 21.51 30.96| 48.00 32.00 3840 45.00 4545 4523 6237 4462 52.02| 5290 3445 41.73

FOCUS 46.11 48.26 47.16| 34.09 60.00 4348| 36.56 49.49 42.06/ 50.56 34.62 41.10( 41.49 46.64 43.92
I—I £ ‘ﬁé _H‘a:l:u AY/Al \D nl S N
}Juﬁﬁ/:”n ch%iﬁ{ﬁﬁﬁl"ﬁjxflﬁqj LLaMa-30B 3750 523 9.8 30.77 533 9.09| 50.00 11.11 18.18] 81.25 10.00 17.81| 4933 7.78 13.43
E@Zjﬁl‘;ﬂ%ﬂ](@%ﬁi& Vicuna-33B 4545 581 1031 4286 400 7.32| 3636 4.04 727| 5135 14.62 2275 46775 7.56 13.02

Geminil.5 PRO 80.00 20.93 33.18| 60.00 36.00 45.00| 70.37 38.38 49.67| 73.63 51.54 60.63| 71.49 35.29 47.26
ChatGPT3.5 25.00 058 1.14| 3333 267 493 | 5556 5.05 9.26| 57.14 6.15 11.11| 4848 336 6.27
I GPT4 80.89 31.98 45.83| 74.19 30.67 43.40| 67.74 21.21 32.31| 74.07 61.54 67.23| 75.21 37.61 50.14'

DiaHalu: A Dialogue-level Hallucination Evaluation Benchmark for Large Language Models arxiv 2024
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Motivation
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BRI FHRAZEFHNE N &K FUE

LLM P
,,/—\ i ’%%Hﬁ')\ The answer is 20th July.

Q:
?gév;hda(tj (li\late in [ Feature Clip ] Embedding of answer 1 _ HThN°
i e|| L 5 @ - Ig N | AAe 7 sl
. HEEE [m]_’ ———> Eigenscore? ~ 1T -7 11E 77 24
Arinfstrsng ftlhrst ek Embedding of answer 2 CECLLLES 2 l \
set foot on the igenvector Yes
-Output
?
Moon HEEEE

. 4 =
Embedding of answer K YFHEmE Sorry we don’t support
answer for this question.

6060

Input Tokens

Token Embedding l:] Current Token Embedding D Output Logit OIITTI] Sentence Embedding
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Neuron Indexes Normalized Features

(a) Neuron Activation (b) Feature Distribution

INSIDE: LLMs' Internal States Retain the Power of Hallucination Detection ICLR 2024
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Experiments
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ML REVEMY
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FHIER 5 HR
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Models Datasets SQuAD NQ TriviaQA
Methods AUC, AUC,. PCC|AUC, AUC, PCC|AUC, AUC, PCAJAUC, AUC, PCC
Perplexity 64.1 20.4[57.5 60.0 10.2|74.0 74.7 30.1| 83.6 54.4
Energy 51.7 1.0 | 45.1 47.6 -10.7| 64.3 64.8 18.2| 66.8 29.1
LLaMA-7B  LN-Entropy | 68.7 30.6|70.1 70.9 30.0|72.8 73.7 29.8| 834 54.0
Lexical Similarity| 74.8 435|749 764 44.0|73.8 759 30.6| 82.6 55.6
EigenScore | 80.4 50.8| 81.5 81.2 53.5|76.5 77.1 383|827 57.4
Perplexity 63.2 20.1] 59.1 61.7 14.2|73.5 734 36.3| 84.7 56.5
Energy 47.5 -5.9136.0 392 -20.2[ 59.1 59.8 14.7| 713 36.7
LLaMA-13 LN-Entropy | 68.8 3121724 740 36.6| 749 752 394|834 54.2
exical Similarity| 74.8 441|774 79.1 48.6|74.9 76.8 403|829 57.5
EigenScore | 79.5 50.2| 83.8 83.9 57.7|78.2 78.1 49.0| 83.0 58.4
Perplexity 60.9 11.5/ 584 693 8.6 |764 77.0 329/ 82.6 50.0
Energy 45.6 -14.5/ 41.6 43.3 -16.4| 60.3 58.6 25.6| 70.6 37.3
OPT-6.7B LN-Entropy | 61.4 18.0] 65.5 663 22.0(74.0 76.1 28.4|79.8 43.0
Lexical Similarity| 71.2 38.4|72.8 740 393|715 743 23.1| 782 42.5
EigenScore | 76.5 45.6| 81.7 80.8 499 77.9 77.2 33.5| 803 0.485

Model LLaMA-7B OPT-6.7B
Datasets CoQA NQ CoQA NQ
Methods AUC; PCC AUC; PCC AUC,; PCC AUC; PCC

LN-Entropy 68.7 30.6 728 298 614 18.0 740 284
LN-Entropy + FC 70.0 334 734 31.1 62,6 214 748 30.3
Lexical Similarity 748 435 738 306 712 384 715 23.1

Lexical Similarity + FC  76.6 463 748 32.1 726 402 724 242
EigenScore (w/0) 793 489 759 383 753 431 771 322
EigenScore 80.4 508 765 383 765 456 779 335

INSIDE: LLMs' Internal States Retain the Power of Hallucination Detection ICLR 2024
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Detecting hallucinations in large language models using semantic entropy
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Motivation
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a s BRNETERE BXEITERE
emantic entro
Py Misleadingly high naive entropy Low semantic entropy
LLM answers Probability *  LLManswers Probability
T Cluster T

Paris ] answers by Paris
o | semantic o

User: Question Generate UL L meaning Ltz

Where is the E% France's capital Paris Eﬁz France's capital Paris

Eiffel Tower? S :l Rome

It's Rome | It's Rome

 FEMERML SN | e [

tokenFFIL T AR (o) HIBLE
PE(x) =H(Y|x)=- Y P(y|x)InP(y|x).

y P(clx)= ) P(slx)= ) [1P(sis.;x).
ﬁéf—tﬁ%']-i‘l'% SEC SEC |
 FEIXBILER N
X — input sentence Y — all possible output BXETE (x)~—i§1 (Ghx)logP(Ciix),

JI3—1k 2LP(CIx) =1.

Detecting hallucinations in large language models using semantic entropy Nature 2024
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a Semantic entropy

User: Question

Where is the
Eiffel Tower?

Generate

i

Misleadingly high naive entropy

LLM answers

Paris
It's Paris
France’s capital Paris
Rome
It's Rome

Berlin

Probability

g

LLM answers

Cluster
answers by
semantic
meaning

Detecting hallucinations in large language models using semantic entropy Nature 2024
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b Application to FactualBio paragraphs

Generate

User: Question

Who is Freddie Frith?

B

Factoid decomposition

Freddie Frith was an
English motorcycle
road racer who
became a champion
in both pre-World
War Il and post-war
eras. He won the
1935 and 1937 Grand
Prix motorcycle
racing European
Championships.
After retiring
from competition,
he became the
president of the Auto
Cycle Union, the
governing body of
British motorcycle
racing. He was also
an accomplished
motorcycle dealer
and manufacturer.
Frith was born in 1911

and died in 1988.

Fact1of7:
Freddie Frith was an

English motorcycle
road racer

Possible questions

Q1 of M for Fact 1:
What notable

EXEAEKEETRINH

Generate answers and
cluster by meaning

—@ Five-time motorcycle racing world...

Semantic entropy
probability

Te @ ¢ @

n ©

Frith known for?

) What was Freddie O—

—O accomplishments O—@ Motorcycle road racing world...
did Freddie Frith
achieve? —@ Motorcycle racing champion...
—@ Motorcycle racing.
Q2 of M for Fact 1:

—@ He was a world champion motorcycle...

Fact6of7:
Frith was born
in 1911

Lo He was president of the
Auto Cycle Union...

. ]
L ]
> Not likely confabulatio

Frith born?

) When was Freddie O—

Q1of MforFacte: | [© 1909
WhE{n v,\.ras Freddie o—e 1909 e o o
Frith’s year of
birth? o 1909
—@ 30 May 1909
Q2 of M for Fact 6:

o

29 March 1909

Detecting hallucinations in large language models using semantic entropy Nature 2024
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Experiments

5‘5[%17%:111:"%%%\ P(True) . 'EI}-I"()\

W Semantic entropy
1 Discrete semantic entropy

0.8
0.7 1
0.6
0.5 1
0.4+

0.3

AUROC AURAC
LLaMA 2 Chat 7B

0.8
0.7 1
0.6 1
0.5

0.4

B Naive entropy Embedding regression
B P(True), ref. 24 Embedding regression - O0OD

AUROC AURAC
LLaMA 2 Chat 13B

0.3 1

AUROC AURAC
Falcon 7B Instruct

AUROC AURAC
Falcon 40B Instruct

0.8+

AUROC AURAC
LLaMA 2 Chat 70B

AUROC AURAC
Mistral 7B Instruct

0.8 1

0.7 1

0.6 -

0.5 1

BN EEEMERE L AR
C|
SE(x) ~ - E P(Cx)logP(Cjx),
i=1

B ROE SIS —— R A2 B 2 AN B U 2991

m Discrete semantic entropy
B P(True), ref. 24 variant
Self-check baseline

0.4

Detecting hallucinations in large language models using semantic entropy Nature 2024

AUROC  AURAC 80% 90% 95% 100%

Rejection accuracy



al

+
I
L

WA 5EHRIE L

® 2]t

B EsCML] e
O =s£EE —GraphEval: A Knowledge-Graph Based LLM Hallucination Evaluation Framework ACM 2024



GraphEval: A Knowledge-Graph Based LLM Hallucination Evaluation Framework
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Motivation
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Methods

GraphEval

/ LLM output \

° )‘Cz’i%“%‘%ﬁﬁniﬂ Eiﬁ A&E Networks will simulcast the original
"Roots" in 2016. The original "Roots"

feW'ShOt prompt premiered in 1977 and ran for four Generate KG

seasons. The miniseries followed Kunta
Kinte, a free black man in Virginia, as he

o mﬁz‘:fﬁéﬂ ( iiﬁ;‘:{ ) Qas sold into slavery. /

Networks

will simulcast n
in 2016 orlglnal

“Roots”

ARE \

four
['A&E Networks', 'will simulcast in 2016', 'original "Roots™] seasons

miniseries

o LLMAEFRKGs VS B B4R
['original "Roots™, 'premiered in', "1977']
@ .J:.-Fi [‘original "Roots™, 'ran for', "four seasons'] -

5 ,‘\: i]:[ ;*EEE ( N LI ) *Eg: [‘original "Roots™, ‘instance of', ‘miniseries']

free black man in

OB, L M >/
BT

['Kunta Kinte', 'was sold into', 'slavery']

TEA BRI TAAG [0 (B, K, AT

GraphEval: A Knowledge-Graph Based LLM Hallucination Evaluation Framework ACM 2024



Experiments

ZENLIFRE! _E N A\ GraphEval
ISR = 4] st N Effa 2

FELEE F Direct Prompt B E SRILIEZR

Method for Correction

SummEval QAGS-C QAGS-X
HHEM 66.0 63.5 75.5
HHEM + GraphEval 71.5 72.2 75.2
TRUE 61.3 61.8 72.6
TRUE + GraphEval 724 71.7 73.9
TrueTeacher 74.9 75.6 79.0
TrueTeacher + GraphEval 79.2 78.1 79.6

Detection & Evaluation Dataset
Direct Prompt  GraphCorrect
SummEval 48.6 55.1
HHEM + GraphEval QAGS-C 38.5 58.7
QAGS-X 63.2 69.5
SummEval 49.6 59.5
TRUE + GraphEval QAGS-C 42.7 53.7
QAGS-X 70.8 66.7
SummEval 53.1 59.8
TrueTeacher + GraphEval QAGS-C 47.1 59.6
QAGS-X 71.1 69.3

GraphEval: A Knowledge-Graph Based LLM Hallucination Evaluation Framework ACM 2024
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InterrogateLLM: Zero-Resource Hallucination Detection in LLM-Generated Answers
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Motivation

SCETE A KA —BEZ R FBORFATZ R, FESCTELLM Response Z [8] i —

o XNTAAAEL)WHILLM, A i response Z B 4715 8RR A — i
o XTTAAAEZIVEHILLM,  Mresponse R HETS 2111 Query e T A7-FEA — U1 ?

InterrogateLLM: Zero-Resource Hallucination Detection in LLM-Generated Answers ACL 2024
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1.1E [ 2 )

2. ) A1 E 4

3.3CEBRAN

4.5 F — B

few-shot prompt

few-shot prompt

(1) . (@)
Query-Answer Answer-Cluery
q1 Query 1 Answer 1
- aq Answer 1 Query 1 I—l_
‘g—- I.-’ '\I L : ql
& | | aueyn :> Froar :{> A* R :> t Brin l :
Qy An . \ J
swer n [P forward; @] LLM([P jurand: Q) Query n Prockwunss Al J :> l @ ‘
Q Query Q Answer A* LLM([Preennss A°])
) )
M cmbedds r O Cosine Similarity
ETTL g . O k
1 —vector ﬁ O C(Q—vector, g; —vector)
Embedding .
Model Q) Average
g, —vector > C(Q—vector, g, —vector)

+ Q Embedding Vector

O q; Embedding Vector
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Experiments

-
Movies Dataset Books Dataset GCI Dataset
0.984
0.80 0.75 J
AR 0 / 0.74 / 0.982
Y:E% [ *%ﬂﬁﬁ@/ﬁﬁﬁiz 0.78 0.73
¢ —— Auc | ¢ g 0.980 —— AUC
a B-Acc 7072 A B-Acc
K=5 1=0.91 0-76 o1 0.978
0.74 0.70 —— AUC 0.976
Movies Books GCI B-Acc
Frim Method AUC B-ACC | AUC B-ACC | AUC B-ACC L B T P ooz 2.
_GPT3 0.817 0.739 | 0.709 0.673 - 0.994
N \, Sllama-2 (7B) 0751 0.639 | 0.646 0616 - 0.983 ~ ~ ~ ~ ~
E InterrogateLLM Sy ) a2 (13B) 0789 0695 | 0.684  0.640 - 00983 k=1 k=2 k=3 k=4 k=
& Ensemble 0818 0.699 | 0.710 0.656 - 0.983 Froum Briu AUC B-ACC AUC B-ACC AUC B-ACC AUC B-ACC AUC B-ACC
SBERT-cosine 0.616 0500 | 0.534 0.500 - 0.550
ADA-cosine 0709 0500 | 0.530 0.500 ] 0.591 GPT3 0.755 0710 0.773 0722 0.782 0719 0.786 0.720 0.790 0.721
GPT3 Llama-2 (7B) 0.701 0.633 0.721 0.641 0.727 0.635 0.732 0638 0.734 0.631
= :SIPTZ*‘ ) o8 gzig 3;?3 g{jﬁ? g;g; gggg 8323 ’ Llama-2 (13B) 0.756 0.688 0.772 0.696 0.779 0.698 0.783 0.696 0.787 0.697
- - ) "E ama- . a . : . X
S ‘rmm“}gatdl“upaLlama-z(13B) 088 0775 | 0795 0734 | 0969 0.960 Ensemble 0796 0.690 0.803 0694 0811 0.694 0.814 0695 0.815 0.695
g Ensemble 0.874 0813 | 0.822 0761 | 0951 0.948 GPT3 0.775 0.774 0.78 0.778 0.788 0.776 0.794 0.782 0.798 0.780
= SBERT-cosine 0586 0516 | 0552 0486 | 0957 0.548 Llama-2 (7B) Llama-2 (7B) 0.798 0.754 0815 0766 0.825 0.757 0.831 0.760 0830 0.766
ADA-cosine 0.770 0501 | 0.641 0499 | 0.950 0.820 Llama-2 (13B) 0.810 0.782 0.824 0.778 0.828 0.780 0.836 0.781 0.838 0.783
2 _GPT3 0806 0753 | 0804 0754 | 0989 0.982 Ensemble 0.840 0.786 0.850 0.787 0.852 0.790 0.853 0.792 0.853 0.795
) N 1, Sllama-2 (7B) 0788 0706 | 0742 0.697 | 1.000 1.000
3 Inrmoga:eLL:»fDELlama_z (13B) 0801 0746 | 0771 0709 | 0995 0.991 GPT3 0.775 0752 0.799 0.754 0.808 0.762 0.815 0.761 0.819 0.760
E Ensemble 0.842 0773 0.807 0.733 0.092  0.964 Llama-2 {13B_} Llama-2 (7B) 0.757 0704 0.763 0.710 0.764 0.701 0.767 0702 0.769 0.699
3 SBERT-cosin 0539 0505 | 0573 0497 | 0955 0546 Llama-2 (13B) 0.770 0.729 0.779 0.731 0.786 0.732 0.789 0.736 0.790 0.734
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Motivation

A I 78 F B S5 LLM 78724 response 2 BT AR B HEFREE, B8 self-critique &5
Fi AR FH A THIWILE response

© FHIMR

o ZETXTE R EHIresponsei I TIEIE

BAEHE. BHIRINIE
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Methods

&5 |
BN RNV EAR

LESRN
1. Generate Baseline Response: 45— query, NFR—EHEFAINYECAR:
LFHE RHE——ESHNNRERSFHBREA
3. BR/R - HRAE—AEOT B KANREZEABEN, SIRME. >
2. Plan Verifications: LLME 4 —> verification
/{z-‘rmw }—\ — 3 niwE ) "
question #1J3& A ggiﬁﬁanﬁ?mﬂiﬂoﬁzsaﬂji?—i@ﬁwjﬁﬁ!m
.. . . . . & 2
3. Execute Verifications: &k [HI%Z-%5A> verification R BERLEERE? e e
B
: U1 AN < ' BRI -hRAEHEESE? \ J
question, &6 —#tE (ERR-HROETFINFEUAHAELEDFEE )
: - IS <Pl > )\ wad,
4. Generate Final Verified Response: % fEiH - . J
4 BARIIWNE |

PR e B & B1& 1E J5 B response
IRIVEAR, SEMEEX B IE R I resp DRI — et (ELIRTBOA R

1. FENGE-FFA Y ——EERT B4
2. Alexandria Ocasio-Cortez -F[E AR I e R F 4 51 ---< 54 Ak ss-- >
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Experiments

LLM Method FACTSCORE. (1) Avg. # facts
. . b L. . InstructGPT* Zero-shot 41.1 26.3
Joint single LLM prompt>k 5¢ iiPlan Verifications#/l ChatGPT* Zero-shot 58.7 34.7
Perplexity Al* Retrieval-based 61.6 40.8
Execute Verifications Llama270B Chat  Zero-shot 413 64.9
Llama 2 70B Chat CoT 41.1 49.0
Two-step Plan Verifications5 Execute Verificationspy iz~ Mama 658 Few-shot 359 166
Llama 65B CoVe (joint) 60.8 12.8
= 5 Llama 65B CoVe (factored) 63.7 11.7
Promptjﬁﬁz Llama 65B CoVe (factor+revise) 71.4 12.3
Y2 AN i1 P 1 1al Bi GPT-3 Few-shot 453 15.6
FaCtored zg_L IE] = l ExeCUte Verlflcatlons l:Ij EI/J l _J M GPT-3 + ChatGPT ChatProtect (Mindler et al., 2023) 48.5 14.6
A N GPT-3 + InstructGPT SCG-LL (Manakul et al., 2023) 60.6 6.0
Factor + Revise —— f g_LTE ltﬂ El/] ﬁﬁHJ:#gil/rQ% %F?T ﬁ /}Q GPT-3 + DeBERTA  SCG-NLI (Manakul et al., 2023)  61.7 6.3
. GPT-3 + InstructGPT CoVe (factor+revise) 68.6 9.0
S8
N . Wikidata Wiki-Category list LLM Method F1(1) Prec. Rec.
A > H = / i1 £ & (Easier) (Harder)
g\—\[‘ —[/J—_E%iz j:/—E i T ﬁj:gﬁé,z}& EI/J *H E LLM Method Prec. (f) Pos. Neg.  Prec. () Pos. Neg. [ ]ama 2 70B Chat Zero-shot 020 013 040
N \ A =] v g Llama 2 70B Chat  Zero-shot 0.12 0.55 3.93 0.05 035 6.85 Llama 2 70B Chat CoT 0.17 0.11 0.37
TR SRV ) @R T TR/ B )@ tmemomci cor oo 05 s 0o 00 1, gp Fewshot 030 040 038
Llama 65B Llama 65B CoVe (joint) 046 050 042
= — , Hp Llama QSB . . .
TWO-Step H‘J&}Eﬁ ﬁﬂjj{ [I]II%E E(J L&L HE»EF/_\E%}I‘ T Llama 65B CoVe (factored) 0.48  0.50 046
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Motivation

KRIEBATRES (R

-—e—-
N
v S

£&) hRLlRE@ A ATEE

Gnqa]

=S 5010 40,

Category

Question

Generated Answer

Golden Answer

Fact
Inconsistency

Is Moonan syndrome
inherited?

Noonan syndrome is pot inherited. It is a ge-
netic mutation that occurs sporadically,

Moonan syndrome is inherited in an autosomal
dominant manner... Each child of a person with
Moonan syndrome has a 50% chance to inherit
the condition...

Query
Inconsistency

Cardiac reoperations
in octogenarians: Do
they really benefit?

Proper use of Vitamin C to stop smoking; Tak-
ing Vitamin C by mouth can help smokers quit...

Yes... sustainable recovery of the survivors of-
fering the prospect of a highly independent and
satistying life. ..

Tangentiality

c-Kit-dependent
growth of uveal
melanoma cells:  a
potential therapeutic
larget?

A muscle tumor formed in the anterior eyeball
of the body, called uveal melanoma, is a rare
tumor that often leads to visual impairment ...
the addition of GATAZ can reduce the scale of
cancer,.,

Yes ... c-kit is vastly expressed in uveal
melanoma, suggest that the c-kit molecular
pathway may be important in uveal melanoma
growth,..

FRT—H

R LT3 2R
BT —5
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Methods

o« ESLAMAZREVEIS

.55 8 S B A0 IR T ST A

o FMR—EEE)EEIR

FRNERSERMAZEN—EME
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Sentence-BERTHRAFEIAE (NLI)

Medical Question

What causes
Noonan syndrome?

1 \/

supported by empirical evidence. Please

refine the knowledge to improve its factuality.

Acquire Knowledge

Prompt: Provide background
knowledge to answer the given
question: "What causes
Noonan syndrome?"

x Non-Factual

-
B~ EBRE (Loop
r < o« )
Refine Knowledge Refine Answer P
. I
Prompt: The factuality score for the :mmlp:’: %ﬁllﬂmiﬁw 1 (S)r
knowledge is -1.2 (less than nowledge Is -».1 (1ess than v
THRESHOLD_FACTUAL) THRESHOLD_CONS), which means the v
- which means the knowledge is not strongly alignment and consistency between response _
and knowledge are low. Please refine the x Unentailed|

response to improve its consistency.

x Nog-Consistent

Try Answering

(2)
__ Prompt: Refer to the I\ consiatent
|:;|  Factual knowledge: "{final_knowledge}" _plo50] |:;| oneeen
and answer the question: "What 6 g ¢
LLM

causes Noonan syndrome?" with
one paragraph.

Generated Knowledge

Noonan syndrome is a genetic
disorder that is caused by a mutation
in a specific gene called the "papillon
gene."....

Towards Mitigating Hallucination in Large Language Models via Self-Reflection EMNLP 2023

Scorer v EntailedLr
A
Generated Answer Final Answer

‘Noonan syndrome
'is caused by a
igenetic mutation on
‘chromosome 12...

Noonan syndrome is caused by
mutations or changes in certain

genes....



Experiments

PubMedQAZ #a & LR AT IHNEER

Query- - Fact-

Model Inconsistent | Tangentiality | Inconsistent |
Vicuna-7B 0.67% 6.04% 8.69%
Vicuna-7B_L 0.00 % 2.00% 7.38%
ChatGPT 0.00 % 18.00% 8.06%
ChatGPT_L 0.00 % 17.33% 6.33%

PubMedQAIEE FHI BTN 25 R

MedNLI T

Model Spl Sent CtrlEvalT F11 R-L7
Vicuna-7B_L (ours) .6380 .6326 -1.74 16.95 13.47
w/o refinement 4520  .5799 -1.87 1690 13.13
w/o aspect 4940 6276 -1.75 16.92 13.65
w/o num 6320 .5915 -2.23 16.92 13.33
ChatGPT_L (ours) 6824 .6598 -1.73 23.45 16.54
w/o refinement S5180  .5942 -1.86 19.60 15.25
w/o aspect 5520 .6373 -1.87 19.34 1546
w/o num 6708 5989 -1.79 21.25 1597

Towards Mitigating Hallucination in Large Language Models via Self-Reflection EMNLP 2023

Model ;‘;l"dhizl CilEval T F1t R-LT MedQuAD
Vicuna-TB 8411 A564 256 19.64 11.87
PubMedQA Vicuna-TB_L 8503 .73S5 247 M404 1473
Vicuna-7B 4684 5919 -1.95 1551 1206  Alpaca-Lora-TB &l04 TSRO0 229 1.6 950
Vicuna-TB_L L3800 6326 =-1.74 1695 1347 Alpaca-Lora-TB_L 8443 7723 226 14.34 1125
A]'PE“:“—LL)“I—?B .m a I.m2 '3.25 9. |.5 l J 09 cha-lGP‘T _E[m _Gszn _2_'?5 25_59 J 60'
coarr T s w19 a0 imir iaus CRGPTL 837 7597 257 2719 1608
ChaiGPT L 6824 6598  -L73  23.45 1654 TedAlpaca-7B 6634 3328 B0 ]
MedAlpaca- 78 050 2912 330 990 1120 MedAlpscaTB L 8343 7777 22,60 12.19 1096
MedAlpaca 7B L 4720 4545 238 1541 1445 _Robin-medical 7B 0775 5656  -3.78 488 596
Robin-medical- 7B 2800 2900  -6.73 350 318 LiveMedQA2017
MEDIQA2019 Vicuna-7B 5481 5212 211 26.20  14.63
Vicuna-7B 8400 6330 306 2394 1281 Vicuma-7B_L 6731 5967 -2.00 2675 1521
Vicuna-7B_L £933 6868  -2.50  24.65 1380 A pacs Lora-TB 3365 2460 -1.73 12.90 9.68
Alpaca-Lora7B 7236 6492 248 396 483 ppecyorn7B L 5962 L5090 -L72 1322 9.79
Alpaca-Lora-7B_L 8400 6565 237 1093 835 oo 6447 4879 S1s 3547 1470
o - gl
ChGPT L so67 780 am  ais nss ChGPTL B2 527 200 2593 1474
MedAlpaca. T8 S s 206 605 MedAlpaca-TB 2019 1765 218 10,79 387
M:dAlpuL‘u—TB_L T30 5531 284 11.14 904 M’:dﬁlpﬂL‘H—TB_L A750 2682 =217 13.82 1047
Robin-medical- 7B 7200 7414 512 196 230 Robin-medical-TB 3077 6827 -5.25 2.40 258
MASH-QA
Vicuna-7B 8103 6403 246 1475 982
Vicuna-7B_L 8381 7518 -206  20.69 1347
AlpacaLora 7B 7226 6492 166 1501 1171
Alpaca-Lora-7B_L 8363 7812  -1.84 1523 1195
ChaiGPT 7685 6425 2212 2334 1538
ChatGPT_L 904 7476 -214 2347 1592
Med Alpaca 7R 5629 4705 238 1326 1147
MedAlpaca-7B L 7445 6983 -1.96 1347 1177
Robin-medical-7B 0080 6378  -4.13 439 566

TR NN TN ob 0 S A o L R
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Conclusion
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