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Summary of Detection Datasets for LLM-generated text detection.

Corpus Use Human LLMs LLMs Type Language Attack Domain
HC3 (Guo et al. 2023) traim  ~80k -43k ChatGPT English, - Web Text, QA, Social Media
Chinese
CHEAT (Yuetal. 2023a) train  ~15k  ~35k  ChatGPT English Paraphrase Scientific Writing
HC3 Plus (Su et al. train ~95k GPT-3.5-Turbo Englilsh, Paraphrase News Writing, Social Media
2023b) valid ~10k Chinese
test ~38k
OpenLIMText (Chen  train, ~52k =209k ChatGPT, PalM, LLaMA, English - Web Text
et al. 2023a) valid, ~8k  ~33k GPT2-XL
test ~8k ~33k
GROVER Dataset  train ~24k Grover-Mega English - News Writing
(Zellers et al. 2019b)
TweepFake (Fagni et al.  train @ ~12k  ~12k  GPT-2, RNN, Markov, LSTM, English - Social Media
2021) CharRNN
GPT-2 Output Dataset” train ~250k ~2000k GPT-2(small, medium, large, xI)  English - Web Text
test ~5k  ~40k
ArguGPT (Liu et al. train -6k GPT2-X], Text-Babbage-001,  English - Scientific writing
2023¢) valid 700 Text-Curie-001, Text-Davinci-
test 700 001, Text-Davinci-002, Text-
Davinci-003, GPT-3.5-Turbo
DeepfakeTextDetect (Li train ~236k GPT (Text-Davinci-002, Text- English Paraphrase Social Media, News Writing,
etal. 2023¢) valid ~56k Davinci-003, GPT-Turbo-3.5), QA, Story Generation, Compre-
test ~56k LLaMA (6B, 13B, 30B, 65B), hension and Reasoning, Scien-

GLM-130B, FLAN-TS (small,
base, large, x1, xx1), OPT(125M,
350M, 1.3B, 2.7B, 67B, 13B,
30B, iml1.3B, iml-30B), TO (3B,
11B), BLOOM-7B1, GPT-J-6B,
GPT-NeoX-20B)
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B3\

B WEAXRSHSUEE, TEHCERENNSESE

Summary of other potential datasets that can easily extended to LLM-generated text detection

tasks.
Corpus Size Source Language Domain
XSum (Narayan, Cohen, and Lapata 2018) 42k BBC English News Writing
SQuAD (Rajpurkar et al. 2016) 98.2k Wiki English Question Answering
WritingPrompts (Fan, Lewis, and Dauphin 2018) 302k Reddit WRITINGPROMPTS English Story Generation
Wikid0B (Guo et al. 2020) 17.7m Wiki 40+ Languages Web Text
PubMedQA (Jin et al. 2019) 211k PubMed English Question Answering
Children’s Book Corpus (Hill et al. 2016) 687k Books English Question Answering
Avax Tweets Dataset (Muric, Wu, and Ferrara 2021) 137m Twitter English Social Media
Climate Change Dataset (Littman and Wrubel 2019)  4m Twitter English Social Media
Yelp Dataset (Asghar 2016) 700k Yelp English Social Media
ELI5 (Fan et al. 2019) 556k Reddit English Question Answering
ROCStories (Mostafazadeh et al. 2016) 50k Crowdsourcing English Story Generation
HellaSwag (Zellers et al. 2019a) 70k ActivityNet Captions, Wikihow English Question Answering
SciGen (Moosavi et al. 2021) 52k arXiv English Scientific Writing, Question Answering
WebText (Radford et al. 2019) 45m Web English Web Text
TruthfulQA (Lin, Hilton, and Evans 2022) 817 authors writtEnglish English Question Answering
NarrativeQA (Kocisky et al. 2018) 1.4k Gutenberg3, web English Question Answering
TOEFL11 (Blanchard et al. 2013) 12k TOEFL test 11 Languages Scientific writing
Peer Reviews (Kang et al. 2018) 14.5k Ay SRR g e AgE English Scientific Writing

ICLR 2017, arXiv 2007-2017

l

@ Q&A: THEAVE,

@ Scientific Writing: ,é.‘fé%blii%ﬂ

@ Story Generation: 55

@ News Writing: S#f[E]

® Web Text: MEXAEIE, LUK
Iz, EEEFWikipediaZs

® Social Media: FEWFRILRE

@ Comprehension and Reasoning:

ECSHEE
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= Multi-Generator, Multi-Domain, and Multi-Lingual

ZHIEERIRE TSI TR, BT SMESNRNG. IS,

\3

4 ) (

Source/ Data Language Total Parallel Data

Domain License Human uman Davinci003 ChatGPT GPT4 Cohere Dolly-v2 BLOOMz  Total
Wikipedia CC BY-SA-3.0 English 6,458,670 | 3,000 3,000 2,995 3,000 2336 2,702 3,000 20,033
Reddit ELIS Huggingface English 558,669 | 3,000 3,000 3,000 3,000 3,000 3,000 3,000 21,000
WikiHow CC-BY-NC-SA English 31,102 | 3,000 3,000 3,000 3,000 3,000 3,000 3,000 21,000
PeerRead Apache license English 5,798 | 5,798 2,344 2,344 2344 2344 2,344 2,344 19,862
arXiv abstract CCO-public domain | English 2219423 | 3,000 3,000 3,000 3,000 3,000 3,000 3.000 21,000
Arabic-Wikipedia CC BY-SA-3.0 Arabic 1,209,042 | 3,000 - 3,000 - - - - 6,000
True & Fake News MIT License Bulgarian 94,000 l 3,000 3,000 3,000 - - - - 9,000
Baike/Web QA MIT license Chinese 113,313 | 3,000 3,000 3,000 - - - - 9,000
id_newspapers_2018 | CC BY-NC-SA-4.0 | Indonesian 499,164 | 3,000 - 3,000 - - - - 6,000
RuATD Apache 2.0 license Russian 75,291 | 3,000 3,000 3,000 - - - - 9,000
Urdu-news CCBY 4.0 Urdu 107,881 | 3,000 - 3,000 - - - - 6,000
Total l 35,798 23,344 32,339 14344 13,680 14,046 14,344 147,895
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M4: Multi-Generator, Multi-Domain, and Multi-Lingual Black-Box Machine-Generated Text Detection(EACL 2024 Resource Paper Award)
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W EIETR

@ S ERER
English/WiKipedia

KRB

ChatGPT/llama

SRS
2-8 1N A~[Elprompt

G TMS
EN A TS Fftdetectorf e

SRS
IIZ5RGAEIE

©:

©

gimiat
SIRMITRT
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M4: Multi-Generator, Multi-Domain, and Multi-Lingual Black-Box Machine-Generated Text Detection(EACL 2024 Resource Paper Award)



1.2 24EFREBEENYB-M4GT-Bench

MAZUBEERIY BIR, WRIMIES. 64N IE. INMNESEEMINM I EEHES.
IR T ETMAESERIFEE, 8a=MES:

@ ZrMGTwall, EEV=TEK.

@ ZEEON, RBIRB—MEEREEA A,

® IRSAMXFEN, RBIAXKREXFFHNZERXFRILR,

(BIR: FNRZEREXPFEFTHARS, AGHIREERS, (ISERNZLRNE—BR,

(BFEREERES. )

M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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1.2 24EFREBEENYB-M4GT-Bench

(FE&—: —5Tiaml,

. HIEEETMAMIEEN B, 85865,177 N M\EEVERISIANFN73,288 MLS84 R AT AN,
o NATHRREIEAFERIR, WARNAHIT T LR,

- IAEIE T FHEGPT-AERIE NN A, BFHZ{VEE

Source Human Parallel Data Total || New test
Domain Total= Upsample+ Parallel | davinci-003 ChatGPT Cohere Dolly-v2 BLOOMz | Machinel| GPT-4

OUTFOX 16272 13272 3,000 | 3,000 3000 3,000 3,000 3,000 | 15000 | 3,000

Wikipedia 14,333 11,997 2,336 3.000 2,995 2,336 2,702 2,999 14,032 §| 3,000
Wikihow 15,999 13,000 2,999 3,000 5;957 3,000 3,000 3,000 17,557 )| 3,000
Reddit ELIS 16,000 13,000 3,000 3,000 3,000 3,000 3,000 2,999 14,999 || 3,000
arXiv abstract 15,998 13,000 2,998 3,000 3,000 3,000 3,000 3,000 15,000 §| 3,000
PeerRead 2,847 0 2,847 2,340 2,340 2,342 2344 2,334 11,700 §| 2,334
Total 65,177 50,997 14,180 14,340 16,892 13,678 14,046 14,332 73,288 || 14,344

Table 1: Tasks 1 and 2 data statistics: all data used for Task 1; data without upsampled human for Task 2. The first
row (OUTFOX) and the last column (GPT-4) represent newly generated data added to the M4 (Wang et al., 2023).

17
M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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(FR—: 5ol
- SINTHBUES (EEMEAFNIE) , LARHChatGPTF)ais-30BAERKAYRIHAFIE A,

Source/ Data Language Total Parallel Data

Domain License Human | Human davinci-003 ChatGPT Jais LLaMA-2 Total
Arabic-Wikipedia ~ CC BY-SA-3.0 Arabic 1,209,042 | 3.000 - 3,000 - 6,000
True & Fake News MIT License Bulgarian 94.000| 3,000 3,000 3,000 - 9.000
Baike/Web QA MIT license Chinese 113,313| 3,000 3,000 3,000 - 9,000
id_newspapers_2018 CC BY-NC-SA-4.0 Indonesian 499,164| 3,000 - 3,000 - 6,000
RuATD Apache 2.0 license Russian 75,291 3,000 3,000 3,000 - 9.000

S CCRBY 40 Lrdy 107 8811 3000 w 3000 - 6,000

News Apache 2.0 Arabic 1,000| 1,000 - 1,000 100 - 2,100
CHANGE-it News CC BY-NC-SA 4.0 Italian 127.402| 3,000 - - - 3,000 6,000
News CC BY-NC-SA-4.0 German 10,000| 3,000 - 3,000 - - 6,000
Wikipedia CC BY-SA-3.0 German  2.882,103( 3,000 - 3,000 - - 6,000
Total - - 5.1 19,196| 28,000 9,000 25,000 100 3,000 65,100

Table 2: Task 1 Multilingual introduced new languages: German, Italian, news for Arabic by ChatGPT and
Jais-30B. LLaMA-2-70B used here for generating Italian texts is a fine-tuned Italian version, named camoscio-70B.

M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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F5—:

Z gl

o BIFRINIMEPRLBS: ChatGPT. davinci-003, GPT-4, Cohere. Dolly-v2F1BLOOMz,
- ST RS oUTFOX, AT Ao KSR &S X PRIz (L EE

Source Human Parallel Data Total |New test
Domain Total= Upsample+ Parallel | davinci-003 ChatGPT Cohere Dolly-v2 BLOOMz | Machine| GPT-4
OUTFOX 16272 13272 3,000 | 3,000 3,000 3,000 3,000 3,000 | 15000 | 3,000
Wikipedia 14,333 11,997 2,336 3,000 2,995 2,336 2,702 2,999 14,032 | 3,000
Wikihow 15,999 13,000 2,999 3,000 5:557 3,000 3,000 3,000 17,557 | 3,000
Reddit ELIS 16,000 13,000 3,000 3,000 3,000 3,000 3,000 2,999 14,999 | 3,000
arXiv abstract 15,998 13,000 2,998 3,000 3,000 3,000 3,000 3,000 15,000 | 3,000
PeerRead 2,847 0 2,847 2,340 2,340 2,342 2344 2,334 11,700 | 2,334
Total 65,177 50,997 14,180 14,340 16,892 13,678 14,046 14,332 73,288 | 14,344

Table 1: Tasks 1 and 2 data statistics: all data used for Task 1; data without upsampled human for Task 2. The first
row (OUTFOX) and the last column (GPT-4) represent newly generated data added to the M4 (Wang et al., 2023).

M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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EF5=: Ba AV

(FUNFEGREENFHABARS, AGHIRMERS, (EFSENNZELNE—BSR. )
+ FHIAFERIEIGEE (PeerRead) FIFAEIEI (OUTFOX) M MIUREM TRBEXAE, ARRERILY

BIMO-50% A,
o {EFHChatGPT, GPT-4fLLaMA-2Z&RFI4RL T 5,67671NF01,0007N =451,

Domain Generator [ Train Dev Test Total
ChatGPT 3,649 (232) 505(23) 1,522(89) 5,676 (344)
LLaMA-2-7B* | 3,649 (5) 505 (0) 1,035 (1) 5,189 (6)

PeerRead LLaMA-2-7B 3,649 (227) 505(24) 1,522(67) 5,676 (318)
LLaMA-2-13B | 3,649 (192) 505(24) 1,522 (84) 5,676 (300)
LLaMA-2-70B | 3,649 (240) 505(21) 1,522 (88) 5,676 (349)
GPT-4 - - 1,000 (10) 1,000 (10)
LLaMA2-7B - - 1,000 (8) 1,000 (8)

OUTFOX LLaMA2-13B - - 1,000 (5) 1,000 (5)
LLaMA2-70B - - 1,000 (19) 1,000 (19)

Table 3: Task 3 boundary identification data based on GPT and LLaMA-2 series over domains of academic paper
review (PeerRead) and student essay (OUTFOX). The number in “()” is the number of examples purely generated
by LLMs, i.e., human and machine boundary index=0. LLaMA-2-7B* and LLaMA-2-7B used different prompts.

M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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EF5=: Ba AV

Complete a partially written peer review about the paper: {paper_title}
Here is the abstract of the paper: {paper_abstract}
Here is the partial review: {partial_review}

Act as an experienced essay writer.

Given the following [problem statement]:

Explain the reasons why the Electoral College system is being opposed by some people and argue for or against its
continuation in the United States presidential elections.

Please write an essay of at least 318 words with a clear opinion. The written essay should look like human.

Here is the [partial_essay]:

The Electoral College is a system of electing our president created by our founding fathers when they were writing
the Constitution. Lately though, people have opposed the Electoral College due to the election when Al Gore beat
George Bush in the popular vote, but lost the electoral vote (and a seat as President I do not support the Electoral

I Please continue to write without any additional text:

Figure 2: Task 3 prompt templates used to generate continuations of paper reviews and student essays.

M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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EF5=: Ba AV

194 NhRE (MAE)
MR TIER R S,
R B e S SR A )
Ry SE R

Y actual value

ly\ predicted value

> 1=l =I+I+1+I+¢

=

I+I+1+I+¢

]l o :
MAE = -)  |yi—3| =
n D
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M4GT-Bench: Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)
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5= B&

M Peerread:

B OUTFOX:

MAGT-Bench:

AT

Detector | Train Data | Peerread LLaMA-2-7B* | Peerread ChatGPT | All Test
All 1.89 4+ 0.79 436 +0.36 21.54 4+ 0.25

Longformer ChatGPT 3143 +6.15 4.55 1+ 0.36 25.14 4+ 0.93
LLaMA-2-7B* 1.94 + 0.07 51.379 £ 0.72 53.62 + 1.60
All 0.57 = 0. 23 2.63 +0.20 15.55 + 2.60

DeBERTa-v3 | ChatGPT 4.96 2.53 +0.09 19.67 £+ 1.05
LLaMA-2-7B* 0. 66 + 0. 12 24.59 +4.07 32.354+0.78

Table 8: Task 3 MAE for Longformer and Deberta-v3 under (1) cross-generator setting for PeerRead, and (2)
unseen domains with multiple generators (All test). Training data is PeerRead using LLaMA-2-7B* and ChatGPT.

XITFERLLaMA-250EI1Z BT, MAEESKTS3

23
Evaluation Benchmark for Black-Box Machine-Generated Text Detection(ACL 2024)



1 .2 24E$ﬁ§&?&$ﬁz§' RAI D (Robust Al Detection)

-—

SR BEITAMER, 8N, 11MIHRIEIEFI4FRERSSRES, HXd120 detector(8N R4
NAR I TEENLN, BAXdetectorBEIERIEN, HRRAMNSUESE. ERBIHEE.
Models Domains Decoding Strategy
GPT-4 GPT-2 XL GPT-3 Abstracts  Recipes Greedy (temp. = @)
Cohere Cohere (Chat) Books Reddit Sampling (temp. = 1, p = 1)
MPT-30B MPT-30B (Chat) N B .
Mistral-78 Mistral-7B (Chat) e e Repetition Penalty
ChatGPT LLaMA 2 70B (Chat) Poetry Wikipedia With +/ (rep = 1.2)
11 models 8 domains Without X  (rep = 1.0)
Detectors Adversarial Attacks
Neural Metric-Based Commercial Alternative Spelling Homoglyph
RoBERTa-B Gr1-2) GLTR GPTZero Article Deletion Number Swap
RoBERTa-L @pt2)  Fast DetectGPT Originality Insert Paragraphs Paraphrase
RoBERTa-B (chatarT) Binoculars Winston Upper Lower Swap Synonym Swap
RADAR LLMDet ZeroGPT Zero-Width Space Misspelling
12 detectors Whitespace Addition 11 attacks

24

RAID: AShared Benchmark for Robust Evaluation of Machine-Generated Text Detectors(ACL 2024)
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SR BETTARE, 84N, 11HRI L 4AMERIERE, FXJ12 detector(8 M JFRFI4
MER)FITEENL, BEANdetectorBEErIa, BrimmARIZIES. BERBERIE.

Domain Model Sampling | Multilingual | Adversarial

Name Size | coverage? | coverage? | coverage? coverage? coverage?
TuringBench (Uchendu et al., 2021) 200k ) 4 X b4 X
RuATD (Shamardina et al., 2022) 215k h 4 X X
HC3 (Guo et al., 2023) 26.9k X X X
MGTBench (He et al., 2023) 2817 4 X
MULTITuDE (Macko et al., 2023) 74.1k ) 4 4 X
AuText2023 (Sarvazyan et al., 2023b) | 160k X 4 X
M4 (Wang et al., 2023b) 122k X X
CCD (Wang et al., 2023a) 467k X X X
IMDGSP (Mosca et al., 2023) 29k X X X X
HC-Var (Xu et al., 2023) 145k ) 4 b 4 X X
HC3 Plus (Su et al., 2024) 210k X X X
MAGE (Li et al., 2024) 447k X X X
[ RAID (Ours) | 62M | | | X |

RAID: AShared Benchmark for Robust Evaluation of Machine-Generated Text Detectors(ACL 2024)
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l gn'RAI D (Robust Al Detection)

Adversarial Attacks

Alternative Spelling Homoglyph
Article Deletion Number Swap
Insert Paragraphs Paraphrase
Upper Lower Swap Synonym Swap
Zero-Width Space Misspelling

Whitespace Addition 11 attacks

#EHS (Alternative Spelling)
ZiaMIEg (Article Deletion)
EBEIGA (Add Paragraph)
KINSEEHE (Upper-Lower Swap)
TEEEZSE (Zero-Width Space)
ZTAFT (Whitespace)
FRcENF (Homoglyph)
#FELFE (Number Swap)
ESIJ?EE}Q (Paraphrase)

10 Bigi= (Misspelling)

11. H)(ﬂﬁiﬁ (Synonym Swap)

O N O WNE

o

A e

Decoding Strategy

H Greedy (temp. = 8)
%Ell'i Sampling (temp. = 1, p = 1)

Repetition Penalty

With +/ (rep = 1.2)

Without X (rep = 1.0)
79—/|\prompt$ﬁJZ|7_tl/|\¢ﬁt|:n', XN PU RS
REE:

1. ﬁ XfR88 (Greedy Decoding) : ARSIA
i, RS S ANAIEN R — .

2. FBHEREE (Random Sampling) : RE#/ZEEX
18,

3. EEEIET] (Repetition Penalty) : PREES
HIRISCA, B3R A FEFoKSCIIRY,
0=1.2,

4. EBEET] (Repetition Penalty) : 0=1.0,
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RAID: AShared Benchmark for Robust Evaluation of Machine-Generated Text Detectors(ACL 2024)
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njg erugie SERIEIESRE. TRAEHRE, IR

: input_config:

# Datasal met ata

donain: neMs

prepare_human()

language: en

ATTRIBUTION MIXCASE : : = .
Dsrcfnon BoUﬁDAay ' ok e oot ol el ot

2

quantity: 10

random_sample _human: true

¥ MugplingfFace datasetl oarans

dataset: xsum
dataset text _column: document
dataset_params:

¢cplit: test

extract()

Dataset
Generator

# Prompt Ttemplate

' explore() i tenplate: >
19 Write a nows article whote summary is ‘(sussary}’,
'

Using the entities: (entities)\n\nArticle:

# Extractor parans

extractor: combined

24 extractors_list:

from text_machina import get_generator x :
R < 2 25 suxiliary. Auxiliary
from text_machina import Config, - antity 1ist. Sntityiist
InputConfig, ModelConfig 27 max_input_tokens: 25¢

config = Config(
input=InputConfig(...),
model=ModelConfig(...),
generation={...},
task_type="detection", . e T

)

18 ¥ Decodlng args
) generation_config

generator = get_generator (config) 10 ¥ Tgnore use nax_tokens™ to get automatic length astimatiof
dataset = generator.generate() 41 ® smax_tokens: 100

tenperature: 8.7

presence_penalty: 1.6

TEXTMACHINA: SeamlessGeneration of I\/Iachme Generated Text Datasets




1.2 24FFhENIESS

> multiple types of attacks: %
> diverse domains and varied tasks: Y36 SEAgER T

» temporal:

BEEEEEENX
> multiple LLMs: &2 fHt&EHEY
> multiple languages: HREAYE

SHFTEL

/

=)

7123-Data Challenges

1)

[

AAEHNESEAERN

EnFHERlTARIERNIE. ST

A] FRIEAIRIS

£
|

A Survey on LLM-generated Text Detection: Necessity, Methods, and Future Directions
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News Title

Story Title
 OO——'
K—L\

Question |

Argument

m<

'~ Scientific |

. Topic

)

———

Humans
= Human
N s
7 1. IBEMdetectorfEBBEBX 5L
A GPT35 Detecmf’? Tesp i%ij; ARNmEXSAREMES LAY
FLAN-TS | > Text @\. ! .
e s whmmmeE, FetEsA
2™ % afe], ASEmERISAFOES LAY
OPT Machine YZKZI‘EU/%IZ:TT?EEE’J |X7DJU ?
\ GLM

EHRSERSEREEEESHEE A
fl7sE, TISEPRMN AR FEREXIRANRIFRY
ZHUXE.

MAGE:Machine-generated Text Detection in the Wild(ACL 2024)
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T — N RN BS A R S ARSI SMAGE (MAchine-GEnerated text detection,)
> TN ARBEHESWHNELER. FiESEE. RIEEFNEIRIER)NARREXAR
> (FRH27MIm@EIChatGPT, LLaMAFIBloom)4ERHERIAIH B84 AR SN

> BEUEDREIBMTNZSET, 8MRESAEGNSE IS EERN SRS HIwild7KIE,

(i
Al
XE
=
il

-

1.EEEFIFEIREY (Fixed-domain & Model-specific):

2 (ESTURFNISEIEEY (Arbitrary-domains & Model-specific):
3.EEIHFI{ESIEE (Fixed-domain & Arbitrary-models):

4 (E= Mtk FI{ESIEEY (Arbitrary-domains & Arbitrary-models):
5.5k =8 (Unseen Models):

6.5k Il4Milek (Unseen Domains):

7.k Itk FIR WAEEY (Unseen-domains & Unseen-model):
8.MUARILT; (Paraphrasing Attack):

MAGE:Machine-generated Text Detection in the Wild(ACL 2024)
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Methods Human/Machine AvgRec AUROC
FastText 94.72%194.36% 94.54% 0.98
GLTR 90.96%/83.94%  87.45% 0.94
Longformer | 97.30%/9591%  96.60% 0.99
clec 91.68%/81.06%  86.37% 0.92

Table 2: (Testbed 1) White-box detection performance.
“Human/Machine” denotes HumanRec and MachineRec,

respectively.

. Metrics
Settings Metiods HumanRec MachineRec AvgRec AUROC
Testbed 2,3,4: In-distribution Detection
FastText (Joulin et al., 2017) 88.96% 77.08% 83.02% 0.89
Arbitrary-domains GLTR (Gehrmann et al., 2019) 75.61% 79.56% 77.58% 0.84
& Model-specific Longformer (Beltagy et al., 2020) 95.25% 96.94% 96.10% 0.99
DetectGPT™ (Mitchell et al., 2023) 48.67% 75.95% 62.31% 0.60
FastText (Joulin et al., 2017) 89.43% 73.91% 81.67% 0.89
Fixed-domain GLTR (Gehrmann et al., 2019) 37.25% 88.90% 63.08% 0.80
& Arbitrary-models  Longformer (Beltagy et al., 2020) 89.78% 97.24% 93.51% 0.99
DetectGPT™ (Mitchell et al., 2023) 86.92% 34.05% 60.48% 0.57
FastText (Joulin et al., 2017) 86.34% 71.26% 78.80% 0.83
Arbitrary-domains GLTR (Gehrmann et al., 2019) 12.42% 98.42% 55.42% 0.74
& Arbitrary-models  Longformer (Beltagy et al., 2020) 82.80% 98.27% 90.53% 0.99
DetectGPT™ (Mitchell et al., 2023) 86.92% 34.05% 60.48% 0.57
Testbed 5,6: Out-of-distribution Detection
FastText (Joulin et al., 2017) 83.12% 54.09% 68.61% 0.74
Unseai Madeli GLTR (Gehrmann et al., 2019) 25.77% 89.21% 57.49% 0.65
“ Longformer (Beltagy et al., 2020) 83.31% 89.90% 86.61% 0.95
DetectGPT" (Mitchell et al., 2023) 48.67% 75.95% 62.31% 0.60
FastText (Joulin et al., 2017) 54.29% 72.79% 63.54% 0.72
L R (Gehrmann et al., 2019) 15.84% 97.12% 56.48% 0.72
‘ Beltagy et al., 2020) 38.05% 98.75% 68.40% 0.93
DetectGPT  (Mitchell et al., 2023) 86.92% 34.05% 60.48% 0.57

MAGE:Machine-generated Text Detection in the Wild(ACL 2024)
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HumanRec MachineRec AvgRec AUROC

Testbed 7: Unseen Domains & Unseen Model

52.50% 99.14% 75.82% 0.94
88.787 84.12%F 86.54% 0.94
Testbed 8: Paraphrasing Attack
52.16% 81.73% 66.94% 0.75
88.78%F 37.05%F 62.92%7F 0.75

Table 5: (Testbed 7-8) Detection performance of
Longformer detector on the two challenging test sets.
tdenotes the refined decision boundary. Appendix G
includes the performance of other detection methods.

MAGE:Machine-generated Text Detection in the Wild(ACL 2024)
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Result:

> BNAREBR—HEREREERILLMsERRES, FrateNEEEE3.

> (BREEURAIRESHEMRVIEIN, BRTETFPLM (Pre-trained Language Model) Y
feMEssr, EHitaiAMeeEE ThE.

> EEXIARENSE (ooD) MhiZARY, BDfEER&IEMHEEAVENIES X ELUERD 2L,

MAGE:Machine-generated Text Detection in the Wild(ACL 2024)
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N detectordEEINHRIEEE,

A7 SMMGTHGNEE1 2MLRIGE THSEE, BiakwE. Bir. &x. HREEW.

relative performance
Human-Written |
Texts (HWTs) ] ) averoge
l Detector drop
[L]
Generator R ol
I budget
Budget Leaderboard
l = Watermarking $9.01
. : SimpleAl Detector  95.55
Machine- ( : I OpenAl Detector(lg) 92.00
Generoted Texts X A4 0mn Sh. 2un
(MGTs) Q6Gumr 48.18

Figure 1: Pipeline of the study. The attacks are carried
out on the machine-generated texts before, during, or
after generation. Each attack is applied with different
perturbation levels, denoted as budgets (§4).

Budget:
BIRBIERNRE.
FIF—RI XA ERITHEERE
HABETE.,

Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)

Metric Scale  Definition
Levenshtein Edit Distance S04 The minimum number of single-character edits (insertions, deletions or
(Levenshtein, 1963) = ' substitutions).
sk sy A similarity metric based on matching characters and transpositions in two
Jaro Similarity (Jaro, 1989) >04 y & PO

strings.

I Perplexity (PPL) l >0«

Apply Llama-7B-hf (Touvron et al., 2023b),
MGTs to estimate the model distribution ¢ and HWTSs to estimate the target

M2H (0.1] «» distribution P. For attacked scenarios, the closer value to the unattacked
A MAUVE scenario is favored.
(Pillutla et al., 2021)
== MGTs (attacked) to estimate the model distnbuton (Q and MGTs (unattacked)
\2B [ ) : :
to estimate the target distnibation /7
= T Itiliz mbedding (Lewis et al., 2020) to compar similarity of texts
Cosine Similarity [-1,1] 4 Utilize BART embedding (Lewis et al ) to compare the similarity of text
after the attack to before the attack.
M2H 0.1 MGTs as the candidates ¢ and HWTs as the reference o, For attacked
BERTScore scenarios, the closer value to the unattacked scenano s favored
(Zhang et al., 2019) " I MGTs (attacked) as the candidates # and MGTs (unattacked) as the reference
A2B [01]4
M2H | MGTs as the source » and HWTs as the target . For attacked scenarios, the
BARTScore e closer value to the unattacked scenano s favored
(Yuanetal,2021) Ao < ()  MGTs (attacked) as the source = and MGTs (unattacked) as the target y.
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> eI

I RAbE TG~

15, —INEn e SEI AR
EREFATEEM,

1.Typo Insertion ($HI=TEN)
2.Homoglyph Alteration ([E2 5 iR &)
3.Format Character Editing ({82, 2T 5iE)

Attack Category

Method

Model-Free?

Level

Access

Detailed Descriptions

Editing
(§6.2)

post-generation

Typo Insertion

Homoglyph Alteration

Format Character Editing

Paraphrasing
($6.3)

post=generation

Synonyms Substitution

Span Perturbation

Inner-Sentence Paraphrase

Inter-Sentence Paraphrase

opt

or X

Character

Character

Character

Word

Span

Inner-Seat.

Inter-Sent.

None

None

None

None

None

None

None

Create typos by inserting, deleting, substituting, and
Iranspasing mainly

Change English characters into visually similar Unicodes,
¢.g.. Cyrillic characters

Change or insert formatting characters, including
zero-width whitespace \u2@@B insertion, and shift
character editing, ¢.g.. \n, \r. \u@2eB (vertical tab), etc.

For model-free (. ) setting, retrieve a synonym from a
static dictionary; for model-based (X) setting, utilize a
LLM to generste synonyms list given context

Use a masked LM (Ratfel et al, 2020) 1o rewnite spans of
tokens by masked filling.

Use Pegasus (Zhang et al., 2020) 1o paraphrase each
seatence of the text and then join them,

Paruphrase with Dipper (Krishna et ul., 2023), a
paragraph-level paraphraser that can re-order, split, and
merge sentences meanwhile paraphrasing each sentence.

Prompting
(§6.4)

pre=generation

Prompt Paraphrasing

In-Context Learning

Character-Substituted Generation

Inter-Sent,

Inter-Sent,

Inter-Sent,

Prompting

Prompting

Prompting

Paraphrase the raw prompt before generation using
Pegasus,

Given the example of HWT and MGT 2« positive and
negative demonstrutions when generating MGT on the
Sume prompe

Prompt 10 ask the model 1o generate the 1ext with specific
character substitution criteria and recover the output after
finishing the whole generation.

Co-Generating
(§6.5)

co-generation

Emaoyi Co-Generation

Typo Co-Generation

Inter-Sent.

Inter-Sent,

Decoding

Decoding

Compulsorily generate or insent an emoji after finishing
cach sentence while recurrent generation and remove all
the emojis after imshing the whole text

Preset churacter substitution rules and execute the rules
when finishing sampling each token and recover them after
finishing the whole text generation.

Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)
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1.Synonyms Substitution (& X ia)E5#4)

2. Span Pertur

bation (BEEEHEN)

3.Inner-Sentence Paraphrase (B]A%5iR)

4.Inter-Senten

ce Paraphrase (a)|a)4&i#A)

Ve

Attack Category

Method

Model-Free?

Level

Access

Detailed Descriptions

Editing
(§6.2)

post-generation

Typo Insertion

Homoglyph Alteration

Format Character Editing

Paraphrasing
($6.3)

post-generation

Synonyms Substitution

Span Perturbation

Inner-Sentence Paraphrase

Inter-Sentence Paraphrase

or X

Character

Character

Character

Word

Span

Inner-Seat.

Inter-Sent.

None

None

None

None

None

None

None

Create typos by inserting, deleting, substituting, and
Iranspasing mainly

Change English characters into visually similar Unicodes,
¢.g.. Cyrillic characters

Change or insert formatting characters, including
zero-width whitespace \u2@@B insertion, and shift
character editing, ¢.g.. \n, \r. \udeeB (vertical tab), ctc.

For model-free (. ) setting, retrieve a synonym from a
static dictionary; for model-based (X) setting, utilize a
LLM to generste synonyms list given context

Use a masked LM (Ratfel et al, 2020) 1o rewrite spans of
tokens by masked filling.

Use Pegasus (Zhang et al., 2020) 1o paraphrase each
seatence of the text and then join them,

Paruphrase with Dipper (Krishna et ul., 2023), a
paragraph-level paraphraser that can re-order, split, and
merge sentences meanwhile paraphrasing each sentence.

Prompting
(§6.4)

pre=generation

Prompt Paraphrasing

In-Context Learning

Character-Substituted Generation

Inter-Sent,

Inter-Sent,

Inter-Sent,

Prompting

Prompting

Prompting

Paraphrase the raw prompt before generation using
Pegasus,

Given the example of HWT and MGT 2« positive and
negative demonstrutions when generating MGT on the
Sume prompe

Prompt 10 ask the model 1o generate the 1ext with specific
character substitution criteria and recover the output after
finishing the whole generation.

Co-Generating
(§6.5)

ca~generation

Emaoyi Co-Generation

Typo Co-Generation

Inter-Sent.

Inter-Sent,

Decoding

Decoding

Compulsorily generate or insent an emoji after finishing
each sentence while recurrent generation and remove all
the emojis after imshing the whole text

Preset churacter substitution rules and execute the rules
when finishing sampling each token and recover them after
finishing the whole text generation.

Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)
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BEprompt, EINSH

1.Prompt Paraphrasing (?Ea_'\ﬁﬁﬁ)
2.In-Context Learning (L T3 3])
3.Character-Substituted Generation (?—ﬁ

EHREER)

Continue 20 words with all “a’s substituted with *2's and

Prompt:

ull *z's substituted with “u’s:

As the sun dipped below the horizon, casting

Zs the sun dipped below the horaon, czsting shadows

GFPT:

zcross the lzndsczpe, z gentle brecae whispered through
the trees, czarying with it the sweet zromz of spring
fAowers ...

Aus the sun dipped below the horizon, casting shadows

Cleaned
Ouipnt:

across the landscape, a gentle breeze whispered through
the trees, carrying with o the sweet sroma of spring
flowers ...

Attack Category

Method

Model-Free?

Level

Access

Detailed Descriptions

Editing
(§6.2)

post-generation

Paraphrasing
(36.3)

post-generation

Typo Insestion

Homoglyph Alteration

Format Character Editing

Synonyms Substitution

Span Perturbation

Inner-Sentence Paraphrase

Inter-Sentence Paraphrase

opt

or X

Character

Character

Character

Word

Span

Inner-Sent.

Inter-Sent.

None

None

None

None

None

Create typos by inserting, deleting, substituting, and
Iranspasing mainly

Change English characters into visually similar Unicodes,
¢.g.. Cyrillic characters.

Change or insert formatting characters, including
zero-width whitespace \u2@@B insertion, and shift
character editing, ¢.g.. \n, \r. \udeeB (vertical tab), ctc.

For model-free (. ) setting, retrieve a synonym from a
static dictionary; for model-based (X) setting, utilize a
LLM to generste synomyms list given context

Use a masked LM (Raffel et al, 2020) 1o rewnite spans of
tokens by masked filling.

Use Pegasus (Zhang et al., 2020) 10 paraphrase each
seatence of the text and then join them,

Paruphrase with Dipper (Krishna et ul., 2023), a
paragraph-level paraphraser that can re-order, split, and
merge sentences meanwhile paraphrasing each sentence.

Prompting
(§6.4)

pre=generation

Prompt Paraphrasing

In-Context Learning

Character-Substituted Generation

Inter-Sent,

Inter-Sent,

Inter-Sent,

Prompting

Prompting

Prompting

Paraphrase the raw prompt before generation using
Pegasus,

Given the example of HWT and MGT 2« positive and
negative demonstrutions when generating MGT on the
Same prompe

Prompt 10 ask the model o generate the 1ext with specific
character substitution criteria and recover the output after
finishing the whole generation.

Co-Generating
(§6.5)

oa-generation

Emaoyi Co-Generation

Typo Co-Generation

Inter-Sent.

Inter-Sent,

Decoding

Decoding

Compulsorily generate or insent an emoji after finishing
each sentence while recurrent generation and remove all
the emojis after fimshing the whole text

Preset churacter substitution rules and execute the rules
when finishing sampling each token and recover them after
finishing the whole text generation.

Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)
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1.Emoji Co-Generation (FR{GFSHREERL) |
2.Typo Co-Generation (§gi=3L[E4E k)

Attack Category

Method

Model-Free?

Level

Access

Detailed Descriptions

Editing
(§6.2)

post-generation

Paraphrasing
($6.3)

post=generation

Typo Insestion

Homoglyph Alteration

Format Character Editing

Synonyms Substitution

Span Perturbation

Inner-Sentence Paraphrase

Inter-Sentence Paraphrase

opt

or X

Character

Character

Character

Word

Span

Inner-Sent.

Inter-Sent.

None

None

None

None

None

None

None

Create typos by inserting, deleting, substituting, and
Iranspasing mainly

Change English characters into visually similar Unicodes,
¢.g.. Cyrillic characters

Change or insert formatting characters, including
zero-width whitespace \u2@@B insertion, and shift
character editing, ¢.g.. \n, \r. \udeeB (vertical tab), ctc.

For model-free () setting, retrieve a synonym from a
static dictionary; for model-based (X) setting, utilize a
LLM to generste synonyms list given context

Use a masked LM (Ratfel et al, 2020) 1o rewnite spans of
tokens by masked filling.

Use Pegasus (Zhang et al., 2020) 1o paraphrase each
seatence of the text and then join them,

Paruphrase with Dipper (Krishna et ul., 2023), a
paragraph-level paraphraser that can re-order, split, and
merge sentences meanwhile paraphrasing each sentence.

Prompting
(§6.4)

pre=generation

Prompt Paraphrasing

In-Context Learning

Character-Substituted Generation

Inter-Sent,

Inter-Sent,

Inter-Sent,

Prompting

Prompting

Prompting

Paruphrase the raw prompt before genertion using
Pegasus,

Given the example of HWT and MGT 2« positive and
negative demonstrutions when generating MGT on the
Sume prompe

Prompt 10 ask the model 1o generate the text with specific
character substitution criteria and recover the output after
finishing the whole generation.

Co-Generating
(§6.5)

ca-generation

Emaoyi Co-Generation

Typo Co-Generation

Inter-Sent.

Inter-Sent,

Decoding

Decoding

Compulsorily generate or insent an emoji after finishing
each sentence while recurrent generation and remove all
the emayjis after hmshing the whole text

Preset churacter substitution rules and execute the rules
when finishing sampling each token and recover them after
finishing the whole text generation.

Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)
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Result:
> JVFERENERSNESEREIG NEMRFERHEE, FAEEalzEpRINEARRIE.
> YR RNEE, FrEIEHIEEETRE35%. /KENEHEERE.

Absolute MGT Detector Performance w/o Attack Leaderboard: MGT Detector Robustness
Detector AUC TF=5 TF=10 TF=20 ACC Detector Edit  Para. Prompt CoGen. Avg.
GLTR 84.46 39.00 5340 7160 76.00 9986 97.17 --  99.99 99.01*
Rank 68.13 22.60 35.60 4680 63.60 SimpleAl Det. 1081 97.51  81.58  95.04 9555
LogRank 87.36 50.00 65.60 7820 79.00 OpenAl Det-Lg IS0 97.84 1052 1072 92.00
Entropy 5184 7.60 1460 2640 50.80 Model. Avg. 76.65 92.08 97.57 9222  89.63
DetectGPT-1d  68.66 1580 2740 4580 62.10 e e ol Rl
DetectGPT-10d  83.12 21.60 43.80 71.20 75.80 OpendlDet-Be [y 9140, a4 1034 8371
DetectGPT-10z  85.16 30.80 50.80 7320 76.20 DetectGPT-1d 7482 7532 1028 [y 7935

DetectGPT-10d 162167 64.40 97.68 | 4978 68:63
OpenAl Det.-Bs  83.12 4240 56.20 69.00 75.00 DetectGPT-10z 5641 : 5973 93.88 43.08 6328
OpenAlDet-Lg 8855 5360 6560 7800 79.00 Metric. Avg. 5182 6189 9126 | 3349 5962
SimpleAI Det. ~ 87.98 8120 8260 84.60 84.40 LogRiE Wiohsae siqs iio00 a0
F.t. DeBERTa 9190 540 4920 99.60 88.80 Rank 36.46 5758 31.00 20.08 4881
Watermark 99.94 9980 99.80 99.80 99.99 GLTR 3882 5580 87.79 | 1032 48.18

. . . 39
Stumbling Blocks: Stress Testing the Robustness of Machine-Generated Text Detectors Under Attacks(ACL 2024)
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B 5. PrecisionfgfE: H 6. RecallB[O==:
T correctly detected LLM-generated samples Recall — TP
all detected LLM-generated samples TP + FN
B TP
~ TP+ FP
m 7. F19%4: m 8, AUROC (ROCHIZ&mHTR) :

Precision * Recall

Fy =2 PP
! ) Precision + Recall AUROC = / TP + FPdFP L TN
2P

~ 9TP+ FP+ FN
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